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Section 1: Overview and highlights

IDebug is a 86-DOS debugger based on the MS-DOS Debug clone FreeDOS Debug. It features
DPMI client support for 32-bit and 16-bit segments, a 686-level assembler and disassembler,
an expression evaluator, an InDOS and a bootloaded mode, script file reading, serial port
I/0, permanent breakpoints, conditional tracing, buffered tracing, and auto-repetition of some

commands. There is also a symbolic debugging option being developed.

1.1 Quick start for reading this manual

The interface reference explains the basics of the debugger's interface and lists some
common commands.

The parameter reference lists the types of parameters used by the available commands.
The command reference describes most commands in detail.

The expression reference details how numeric parameters are parsed by the expression
evaluator.

The variable reference lists a subset of the debugger's variables and what they can be used
for.

The interrupt reference lists what interrupt hooks the debugger sets up.

The service reference lists what services are called by the debugger, which may be useful
for developers of the debugger, or of kernels, ROM-BIOSes, or DPMI hosts.

The online help pages provide some additional descriptions not found elsewhere in the
manual, as well as overviews of many different topics.

The command help lists most of the switches and parameters accepted by the debugger and
the instsect program.

The news lists an overview of changes since prior releases of IDebug.

Invoking the debugger states how to start the debugger, either bootloaded, as a device driver,
as an application, or through the test suite.

Building the debugger lists components, build options, and instructions on how to build.

Debugging the debugger itself lists some considerations for working with CDebug or
DDebug as a debuggee.

The additional usage conditions section lists attribution and licenses for the various
depackers that can be used for the compressed debugger executable.
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» Source Control Revision ID gives the Mercurial hash of the manual's source revision, and
links to that revision in ecm's repository.

For a tour, definitely start with the interface reference. To help invoke the debugger read the
section on ‘Invoking the debugger as an application’. It may help to read the manual while testing
the debugger on another terminal. Use the main page of the online help as a reference to what
is possible, then check the command reference for details. To explain what parameter types are
used refer to the parameter reference. For how to calculate refer to the expression reference.

Reconfiguring the debugger can be done wusing variables, including the
Debugger Assembler Options (DAO) and the Debugger Common Options

(DCO) 1 to 6. Use the variable reference and the online help pages on the options for those.
Change variables using the R commands, such a&b or= 800 ’or‘r ior := #50 .

Some configuration can be done using tRETALL command, refer to section 10.24.

1.2 Some tips for using the debugger

* Ata‘[more] ’prompt for pagination, entering Ctrl-C aborts the current command and
returns to the debugger command line.

* Use theGTor GNTcommands to skip past conditionals
* UseG ABQo skip past calls or loops P would not work

 T,P, G, U, and D commands have autorepeat to repeat the same command if an empty line
(only blanks) is entered after they return control to the debugger prompt

* ThePOINTERtype expression allows using a 32-bit number as a 16:16 segmented address
whereever an address parameter is parsed

 The assembler can access the expression evaluator by surrounding an expression with
parentheseg...)

» TheA, E, D, and U commands write to the AAO, AEO, ADO, and AUO variables to point
past the end of their last read or write

* The ABO variable points past the last instruction disassembled by an R command

* Permanent breakpoints can be set up using the B commands, including as pass points or
conditionally

« The G command can repeat the prior list by specifyingABAIN keyword as the first
breakpoint, and can save to the list without actually executing the debuggee by ending the
breakpoint list with &REMEMBEReyword

« T, P, and G commands can change either the instruction pointer only or also the code
segment using an equals-sign-prefixed address as the first prameter. The TTEST command
will change the CS:IP without actually executing anything.

* The machine type can be viewed or changed with an M command. Assembly and
disassembly will note if a required machine level is absent according to the machine type.

» DCO option 800 ofNSTALL GETINPUT enables the line editor and input history even
when using DOS for input
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DCO6 option 200 0INSTALL BIOSOUTPUTwill use the ROM-BIOS for output instead
of DOS, including for register change highlighting

DCO option 8 oiNSTALL INDOS will act as if the debugger is always running with the
INDOS flag set, avoiding DOS calls from the debugger itself

The INSTALL AMIS and INSTALL TIMER commands can be used to provide the
debugger's AMIS interface and hook the timer interrupt

TheDW ss:csp command is useful to view the current stack formatted as words
The debugger is largely capitalisation-insensitive
The LFSR variable allows to generate a stream of pseudo-random numbers

The DIM command shows MCB names of blocks pointed to by interrupt vectors, while
DIL (or DIML) will query AMIS multiplexers for their interrupt entrypoints to find hidden
chains

Long output of many commands is paged by default, displayifiare] ' prompt that
pauses the output until a keypress is received

The VALUE IN construct allows to match one numeric value or range against many match
values or match ranges

A breakpoint can be set up on an interrupt handler by issuing for example
‘BP NEW ptr ri2Dp ', if the interrupt handler is writeable

If given a single expression the H command displays the result as hexadecimal and as
decimal

Decimal numbers can be entered with prefix, and binary witt2#. Character codes can
be used as numbers witfi..."

Script files can be run with the Y command

A program can be traced until it tries to modify interrupts 1 or 3 using
‘tp FFFFF while ! value from linear 0:1*4 length 3*4 in writing silent

Add a conditional breakpoint like
‘bp new ptr ri2lp when value ax in 2501, 2503 " beforehand to
intercept DOS calls to change these interrupts

If atits entrypoint and you want to return from a near function, gsevord [ss:sp] .
For a 16-bit far or interrupt function usg ‘ptr [ss:sp] ’

In a loop with several exit conditons, trace with T or P and accumulate exits with
‘G AGAIN address REMEMBER(insert an offset ofNOT)TAKEN keywords for the
address), then finally rutG  AGAIN

The L and W commands for reading and writing sectors accept drive letters for their second
parameter, specified with a trailing colon

The RV, RVM, RVP, and RVD commands will show some information on modes, memory
segment locations, processes, and device headers

RX toggles the 32-bit register view for the R command
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The RE buffer can contain many different commands, which are run on RE commands or
when T, P, or G initiate a register dump

The DCO options are described in the faD help page as well as individual pages like
?06 for DCO6

Not sure what version of IDebug is running? The comm&BUILD displays the
description and source control revision IDs. The description includes a build date or release
number.

Setting a breakpoint at the current instruction pointer with the G command will trace past
this instruction once then write the breakpoint and run at full speed

There's a TSR mode converting the application-mode debugger into a resident program,
allowing to debug the debugger's parent process

The symbolic F register for the R command allows dumping and modifying the flags using
the abbreviated flag states. Use #tiecommand to list the meanings of the flag states.

The R command can modify variables using binary operators suffixed by an equal sign,
both on the command line of the R command as well as after the R variable prompt

By adding a trailing dot after a variable name for the R command, a variable's value can
be inspected without bringing up a variable prompt that requires submitting a second input
line

A single dot input can exit any special prompt, such as the interactive enter mode, the
assembler, or the R command variable prompt
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Section 2: News

2.1 Release 7 (future)

Fix int 21h calls with DS = SS.

Add Extension for IDebug loading and basic interface for linking. Still default disabled at
build time. If enabled, an /X=MAX switch enlarges the ext segment buffer.

Fix, truncate areas addresses for non-bootloaded mode.

Fix a bug in /A switch relocation of code section (iflayout 2 inuse and _PM_DUALCODE
enabled).

Add /T switch to relocate debugger during init.

Add a fractional digit to bytes size formatting.

Fix: In DIL check for valid appearing int 2Dh before calling it.

Fix: Do not allow DI with two parameters where the second is below the first.
Add INSTALL TOGGLE command.

Fix INSTALL command with AREAS keyword followed by another keyword.

Fix: DIL command was broken since addition of the /A switch (enlarge auxiliary buffer)
due to using wrong segment.

A single list parameter can be specified with different sizes, switching back and forth using
‘AS size ' keywords.

2.2 Release 6 (2023-08-26)

Add length keywords PAGES, KiB, MiB, GiB
Call DOS_HELPER_PRESTROKES_START dosemu?2 helper service

Add byte length variables DENTRYLEN, DSTACKLEN, DMESSAGELEN,
DCODEI1LEN, DCODE2LEN, DAUXBUFLEN, DHISBUFLEN. Also DALLOCSEG
and paragraph size DALLOCSIZE.

Emit warning on unknown filename extension in INIT. Can be disabled with /PW- switch.

/P switch to guess filename extension and do path search in INIT. /PS for path search only,
/PE for guessing extension only.

Make interrupt ODh, 0OCh hooks a run time option. Add INSTALL ndNTFAULTS to
enable these hooks.

17



Add CLEAR command.

Serial /0 is controlled by aninternal variable rather than directly by the DCO option. Fixes
some bugs, such as runnifgSTALL SERIAL, TIMER, AMIS .

In S command result data dump list displacements after the result address to indicate that
the data dumped &fterthe match and does not include the match data itself.

Add ::SCRIPTS:: path keyword for DOS 1/0 Y command. Also used if a Script for IDebug
file is not found.

Add H AS SIZE modes to display result using the decimal bytes size display (from DM
command).

Introduce /A= switch for larger auxiliary buffer in application mode or device mode.
IOK variable added. Both IOl and IOK will force reading from a terminal now.

IDebugX fix: In PM, if a segment is limited to 64 KiB, do not attempt to dump S command
result data beyond the limit.

Introduce the WHILE buffer, and use it also for G command. Also used for S command
and RC./RE.REPLACE, unless itis in use in which case these commands can still use the
auxiliary buffer (if it isn't in use).

Add RH mode and RH command (none, one, two, or IN parameters). This mode uses the
auxiliary buffer, disabling other commands that use it. Add RHCOUNT variable too.

IDebugX fix: Do not corrupt buffered commands when running DX command.

Fix, set error code if BOOT command attempts to read from 33-bit space using CHS
addressing.

Add COUNTcommand and variable. S command also sets the variable.
Add TOP keyword for D, DB, DW, DD, and DX commands.

Add DCO2 40_0000h for unconditional linebreak before R dump, changed DCO6
8000_0000h to be conditional on int 10h being used and the current column being nonzero.

Add DCO2 20_0000h for underscores in 32-bit R variable display.

Add ‘?VERSION help page.

Add ‘END keyword to range parameter parsing.

Add newINSTALL command keywords to aid reconfiguring the debugger.

Application and device mode will now detect a startup Script for IDebug file, intended for
configuration. The /IN switch disables this detection.

Bugfix: Y command may have failed due to a line overflow.

Improve detection of invalid DD commands that may be valid when interpreted as D
commands.

Display H command remainder if the last operation is a division.
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In getinput  allow Ctrl-A (like Home) and Ctrl-E (like End).

DT command (ASCII table if empty, else text of specified byte values). Additionally, DTT
command (dump text table top half).

IDebugX bugfix: If dumping for example 8 bytes at 1FFFOh in alarge segment the debugger
would loop infinitely.

AS SIZE keywords for E, F, S strings.
Added DAO option 400h for MSDebug style opcode field width in disassembly.
Added DCO2 10 _0000h to do some R command variable prompts in MSDebug style.

Added DCO2 option 8_0000h to display additional blanks in R command register dump
for MSDebug style.

Added DCOZ2 option 40000h to treat explicit length 0 as 64 KiB, except U treats it as length
1, to improve MSDebug compatibility.

Bugfix: In F RANGE command forbid large destination lengths if the source range is
specified in a 16-bit (limit <= 64 KiB) segment without a length specified. Would truncate
the source to up to offset OFFFFh.

Quotemarks added as expression separators to improve MSDebug compatibility.

Add IDebug ad section to manual (in section 16), comparing IDebug to MSDebug and
original MS-DOS Debug.

Allow to read .HEX files. Only record type 00h and 04h used. Can read files larger than 64
KiB, unlike MS Debug.

Add K command (same as our default N command), and DCO2 options for MS Debug
compatible N command.

Add RC.ABORT command to allow a Script for IDebug file called from the RC command
line buffer to modify the RC buffer itself.

Add DCOG6 options for style 2 and style 3 alternative flag state dump.
Add DCOG6 option to display a linebreak before R dump.

New EXPRDUALCODE build option to save some 5 kB in the first code segment.
Disabled by default.

Fix: Device mode debugger should not retain an open handle for FDCONFIG.SYS.
Trying to open the DEBUG$$device will now cause a critical error.

Some code in the run exit and entrypoints can be moved into entry segment, saving about
250 bytes in the first code segment.

DPMI exception entrypoint handlers can be moved into entry segment, saving nearly 300
bytes in the first code segment.

Fix: When a symbol table is allocated in DOS memory and the debugger quits with a QD
command, the table would stay allocated.
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» Add ATTACH command to attach to a PSP, can be used while application mode or device
mode debugger is resident. (Opposite of TSR command.)

* MMX register support in expression evaluator optimised to take up less run time of other
expression terms

* mktables program extended, allowing for builds of the debugger that do not contain table
entries above specified machine level.

* Non-boot-loaded modes now discard the ?BOOT help page, saving 2.7 kB of resident
memory use.

» Refactor to store long help messages in another segment, reducing the pressure of the data
entry segment by 22 kB.

* Fix QC command if not last in container, would corrupt MCB chain

» Application and device driver mode now discard most of the boot loaded mode code, saving
about 9 kB of resident memory use.

* Fix an |DebugX D command bug on non-386 machines

e Add build option _APPLICATION, to create special-purpose builds if disabled. (Not
provided pre-built as yet)RESULTEXTvariable for mak.sh can set a filename extension
other than ‘com’.

e getinput redraw optimised, fewer complete redraws

* Add DCO3 option 0100_0000h to highlight prefix/suffix in getinput if text parts are not
visible

» Improve handling of very narrow displays
* RE.LIST and RC.LIST use the IOCLINE setting now

2.3 Release 5 (2023-03-08)

» ClientPSPis now stored internally as a segment, even when IDebugX s in Protected Mode.
DM command now shows this segment rather than a selector. (The PSPSEL variable can
be read for a selector instead.)

 RM command now accepts an optional size keyword

 ‘IF EXISTS R variable THEN ’command added

* MMX support of the machine is re-detected after IDebugX switched modes

* Fix: RM command and MMxy variable read and R MMxy variable write work now
* Fix: In/E+ mode a zero word is now pushed to the initial stack

 dosemu2-dumb mode now detected specifically when needed for register change
highlighting to ROM-BIOS interrupt 10h

* Fix: Bootloaded init could have corrupted part of its image during second relocation, if
needed. (This case cannot occur during normal load at 200h:0 on a machine with 512 KiB
or more of available LMA.)
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Fix: Creating a process resets the DTA to PSP:80h

Fix: ‘R VD accesses VD variable, rather than ré&®D command

Improvements to support NEC V20 machine

Add CIP and CSP variables, use CIP for EXECUTING keyword

Fix error handling if S command search area is shorter than search mask

IOCLINE variable added to support display on the HP 95LX's narrow screen

Fix: Stack access variables set wrongly for interrupt instructions

Fix: In DPMI protected mode QA or Q command sometimes would not work
Immediate assembler merged. Currently defaults to disabled at build time.
Bootable IDebug: Allow to access small FAT32 file system (less than 64 Ki clusters)

Add timer configuration variables and default the SDELTALIMIT variable to 5 to improve
wait performance

Serial I/0: Add option to always do EOI after calling downlink for IRQ sharing. Autodetect
in KEEP prompt if this option must be used or if IRQ sharing must not be used.

Query patch support for Idosboot iniload can be used to set the BOOTUNITFLXx variable
for the debugger load unit

Change: DCO6 option 200h only makes output go to ROM-BIOS, new DCOG6 option
0100_0000h makes all Input/Output use ROM-BIOS. (The 200h flag still allows to read
script files from DOS.)

IDebugX: Fix, allow to use TSR command in PM (expected a segment where a selector
was read)

IDebugX: Fix PSP variables and TSR command expecting higher limit in PM
(getsegmented now sets limit 0)

IDebugX: Fix getexpression not preserving the scratch selector

Add FL.xF variables to read flag status in expressions, eg FL.CF which reads as 1 if CY
and O if NC

When creating an empty process (eg after QA command) also write the current command
line tail to it (instead of the debugger's internal N buffers)

Display amount of ancestors for the symsnip revision ID

A pair of 32-bit E command fixes

Write AES:AEO (e_addr) in E command and allow E command without an address
IDebugX: Add DESCTYPE keyword in expressions

IDebugX: Add descriptor modification commands and DARESULT variable, refer to
section 10.15
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Add XARESULT variable for XA command

Allow to share the serial IRQ so eg two IDebug instances can be connected to two serial
ports that use the same IRQ, like COM2 and COM4 (both use IRQ #3 by default)

Do not simulate repeated string scan/compare instructions when disassembling them using
the U command (only do so for R command disassembly)

Disassembler handles 032/016 OSIZE prefixes as belonging to push and pop with segregs,
instead of displaying the prefix asriused .

If simulation of repeated string scan/compare instructions is disabled in DAO then the
access variables will now be set up assuming a count of 1, rather than the maximum possible
count.

Add convenience entrypoints for debuggable mode at CODE:1, CODEZ2:0, and CODE2:1.
The offset 0 entrypoints will return to the main command loop, cakked3’. The offset
1 entrypoints will additionally display a linebreak.

Allow switching ICDebugX to debuggable mode upon putrunint and allow running a
breakpoint early in putrunint.

Add AMIS private function 33h, provided by IDebugX by default and can be used by
IDDebugX/ICDebugX by default

Add INSTALL and UNINSTALL commands
Allow to specify length of D command with LINES keyword

Add DEFAULTDLEN, DEFAULTDLINES, DEFAULTULEN, and DEFAULTULINES
variables to modify default sizes of D and U commands

Display long numeric constants with underscore separators for readability in online help
pages and documentation

Allow to disable disassembler memory access for referenced memory and repeated string
instruction simulation, using four new DAO flags

Change HP 95LX 40-column friendly mode support in the disassembler to use two DAO
flags rather than two DCOG6 flags (one of which was shared)

Allow to specify variable RIXP/S/O/L with x as a single-digit hexadecimal number
Bugfix: Allow operators between ?? and :: in aternary operator expression for H command

Allow to specify SILENT keyword followed by a number before the S command's range
or list, display only up to a certain amount of results

Add CLR operator, bitwise AND with the bitwise NOT of the right hand operand.
Precedence above bitwise AND.

Bugfix: Absolute value operat@ should always give its result an unsigned type

Allow switching ICDebugX to debuggable mode upon debugger exception and allow
running a breakpoint early or late in debugger exception.

Add debugger exception areas to display the cause of a memory access which may fault
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in the debugger. Also adds a linebreak for eg referenced memory reads to work in tandem
with the partial disassembler output. (Idea from FreeDOS Debug/X, though there it only
does a linebreak and implements it differently.)

Bugfix: Disassemble mov with segreg and memory operand always with m16, ignoring the
operand size selected. In assembler never emit an osize prefix and reject andxplidit
size keyword.

In disassembler display instruction and referenced memory address before accessing
memory, so partial output is displayed in case a fault occurs in the debugger (FreeDOS
Debug/X pick)

Document side effects of expression evaluator

Bugfix, allow all valid address parameter formats for the source address of an M move
memory command (suggested by FreeDOS Debug/X)

Add AMIS private function 31h to instruct IDebugX to try to install its DPMI hook, make
use of this in IDDebugX and ICDebugX

Add descriptions of BOOT commands to manual

Fix HIDDEN= keyword for BOOT READ/WRITE with partition specified, add
HIDDENADD= keyword to modify rather than replace hidden sectors

Fix a bug in BOOT PROTOCOL= command that could disallow use of ENTRY and BPB
parameters if running a non-DPMI build on a 386+ machine

Avoid faults in the debugger if a code selector with a low limit gets used for writing, eg by
A or E commands

Fix bug setting wrong debuggee CS limit if DUALCODE build

Add variables DSTACKSEG/SEL, DENTRYSEG/SEL, DCODE1/2SEG/SEL,
DAUXBUFSEG/SEL, DHISBUFSEG/SEL, DSCRATCHSEL, DSYM1/2SEL (selector
variables only for IDebugX, symsels only for symbolic IDebugX)

RVM command shows second code segment if  DUALCODE build

In C, E, and A commands in PM display original selector, not the scratch selector as
replacement. Variable AAS is also affected by this.

Fix a bug with different selectors for IDebugX C and M commands (picked from FreeDOS
Debug/X version 2.00)

Add taken keywords to address parsing, refer to section 8.2. (This effectively adds the
GTandGNTcommands, as well aBBTEST=TAKENand TTEST=NOTTAKENb change

(e)ip )

Bugfix: Allow entering double-slash to disable second file search for the BOOT
PROTOCOL= command even if no command line follows

Application /C= switch and kernel command line will now skip leading blanks following
a semicolon that is converted to a linebreak

Modify serial interrupt handler to pass on interrupt call if the PIC does not indicate an
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interrupt in the In-Service Register (ISR)

Add /M switch and interrupt 7, OCh, ODh hooks (for R86M exceptions), though build
options for all of them are disabled by default

Add force BPB CHS geometry (4) and force LBA access (2) flags tB®TUNITFLx
flag variables

Add switches /F and /E

Allow zero as parenthetical partition specification, allow to access partition
u(bootldpunit).(bootldppart) if LDP is equal to FDA

Bugfix: Reading with BOOT command that crossed 64 KiB DMA boundary would copy
too much or too little from the sector segment to target

Start of HP 95LX support (NEC disassembly repeat rules, narrower R/U/D command
output, do not intercept interrupt 6)

Bugfix: Command f . no longer displays garbage

Use test_high_Ilimit to check segment limits, to determine whether to use 32-bit offsets in
several spots

Disable calling XMS by Protected Mode far call by default
Add dual code segment support to allow code size beyond 64 KiB

Introduce dash prefix to commands to disable symbolic debugging features (no-op if not
symbolic build)

Introduce U address LENGTH length LINES keyword to disassemble a number of lines
rather than bytes

Add BS command for swapping permanent breakpoint indices
Document doubled delimiter quote mark for lists and string literals
Add string literal escaping of delimiter quote mark by doubling the delimiter quote mark

Add/2 switch to use alternative video adapter for debugger output if available (pick from
FreeDOS Debug)

Add ?OPTIONShelp page and specific pages for DCO1, DCO2, DCO3, DCO4, DCO6,
DIF, and DAO

Set newINICOMP_WINNERbuild variable so as to use Izsa2 compression for current
releases

Add _DEBUG_CONBuild option to allow toggling debug mode on and off at run time

Add INT8CTRL variable which contains number of ticks to wait for Control pressed
entrypoint; set to zero to disable

Fix: Control-C also aborts RC command buffer execution

Fix: Default operand foAAMandAADinstructions is omitted in disassembler
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Enhancement: If at the end of a stdin-redirected file the debugger cannot quit it will now
enable INDOS mode and allow the user to control the debugger afterwards

Fix: Do not crash or loop infinitely upon encountering the end of a stdin-redirected file
Extract more source files from debug.asm

Allow appending00 to a 16-bit register name to get a 32-bit value with the register value
in the high word

Do not cause error from emptZ=" switch
Use ampersand prompt to display commands run from RC buffer

When loading a .BIN file set the process's command line buffer the same way as if loading
a.COMfile

Add heading hash links to every heading in the Idebug.htm manual (requires patched
Halibut)

Add LFSR and LFSRTAP variables
Run unix2dos on ldebug.txt manual

Add QD (quit from device initialisation) and QC (quit from device in container MCB)
commands

Add RVD command to display device header address and allocation size, as well as
DEVICEHEADER and DEVICESIZE variables to read same

Bugfix, on pass or non-pass permanent breakpoint hit while running with T/TP/P command
do not check WHILE condition

Add PARASkeyword to range length parsing, to multiply a count by 16 (size of a
paragraph)

Bugfix, should allow to run if int 2Fh is invalid

Add device-driver mode to allow loading the debugger in CONFIG.SYS
Fix, do not crash if no UMCB but int 21.5803 works

Add V commands and /V command-line switch (video screen swapping)

Add RIxxP variables to read IVT entries in a way suitable to be used@BNTERtype
expressions

Work around FreeDOS kernel bug prior to 2022 May so as to fail on loading an empty
executable

Fix, also use SDA manipulation to change current PSP when IDebugX is in Protected Mode
Add TERMCODE variable to read int 21.4D return after debuggee process terminated
Add QB command (run breakpoint late in debugger quit)

Add RVP command to display debugger mode and current debuggee and debugger process
addresses
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Add (D)PSP|PARENT|PRA|PSPSEL variables

Do not try to proceed past a call near immediate if the called functions consistetbf a
instruction. (This supports a method for relocation, used for example by the debugger
itself.)

Add command-line switch /B to run a breakpoint early

Add RC commands to view, change, and run RC buffer commands, re-using the command
line buffer

Add MACHX8&ndMACHX8%ariables to read machine type

Allow M machine type command to parse an expression for the machine level number to
set

Add QA command (try to terminate attached process)

Fix int 19h and debuggee termination handling. Int 19h in a DOS application mode now
sets up registers to terminate the current process when running the debuggee again.

Add an IDebugX option DCO3 20_0000 to break on entering PM

Add an IDebugX option DCO3 10_0000 to use a 32-bit stack segment for the debugger
itself (can help compatibility)

Fix so that semicolon is allowed as End Of Line in getrange

Fix R size [mem] := val causing a fault in the debugger if value ends in FFFFh
ImplementPOINTERtypes for handling a 32-bit expression as a 16:16 far pointer
Implement basic handling of expression types (signed/unsigned)

Revision IDs in?BUILD command list the amount of ancestors to help to compare
revisions

Fix a segment addressing bug when switching modes (eg have a breakpoint in a DPMI
allocation while the client is running in 86 Mode)

Fix some cases of detecting 32-bit offsets incorrectly

2.4 Release 4 (2022-03-08)

Recognise LF as linebreak in serial input
E interactive mode fixes:
» Support LF to exit interactive mode (that is, accept Linux style linebreaks)
» Support DEL sent by serial terminal
* InIDebugX correctly handle 32-bit offsets
* Also write new value when minus is entered

* Honour blank for continue to next byte, CR or dot for exit interactive mode
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* Always correctly read value even if blank is entered afterwards

* Improve E interactive mode compatibility across different input sources (like stdin
file, script file, serial terminal)

* Display linebreak upon new address displayed

» Fix: Register variableCH would be misparsed aCHARtype instead of the expected
variable

* Allow DI command to receive an IN value list similar to the y in a VALUE x IN y construct

* Fix: Allow to set a breakpoint on an interrupt 21h handler and do not crash or corrupt
state if the debuggee then terminates. (That is, do not call service 4Dh before restoring
breakpoints.)

* Fix: Too long N command could crash the debugger
» Fix: DDebug TSR quit would not work correctly due to overflowing a liet@

 AddR, M, and L key letters to DI command (always 86 Mode, show MCB names, follow
AMIS interrupt lists)

 Fix:R WORD [memory]promptwould not consider the size keyword as part of the input
line prompt

* Add AMIS private function 30h - Update ISP Header

* In DI command in 86 Mode follow IISP headers

 Add QQCODFariable

e AddBOOTI[L|Y|S][UNIT|PART] variablesBOOTUNITFL(x) variables
* Add bzpack compression method

» Drop DPS variable when building without DPMI support

» Fix PSP variablesin Protected Mode: PSP is always a 86 Mode segment, PSPS is a segment
or selector, and PPR and PPI work

« Add HHRESUL Variable
2.5 Release 3 (2021-08-15)

» Add workaround with extra int 23h and int 22h handlers and raw mode-switching to use
interrupt 21h service OAh in PM. DCO2 flag 800h clear by default.

* Add TRYAMISNUM variable to try a specific AMIS multiplex number first
* Add DCO4 flag 2 to allow disabling IDebugX's int 2Fh hook

* Build option_MEMREF_AMOUNMabled by default

* mktables switchedirection andstackhinting enabled by default

» Fix DOS application script file reading to honour INDOS status
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Fix H BASE= command with GROUP= sometimes displaying trailing garbage
Fix DDebugX hooking random PM interrupts

Fix trailing blanks in DI command

Added a number of automated acceptance tests

Add variableAMISNUMo read the multiplex number

Fix an old bug in the assembler that happened to make instructiongldee ‘ax, 0 ’fail
to assemble now

Made interrupt 8 hook optional, default-off
Added optional, default-off interrupt 2Dh hook

Properly unhook interrupts utilising ISP header chains, if the debugger's interrupt handlers
are reachable. Added DCO4 flags (upper 16 bits) to force unhooking if a handler is
unreachable. If a handler is both unreachable and not forcibly unhooked then it stays
hooked. The Q command fails in that case.

Fix to allow ‘$’ prefix to segments in DebugX while in Real/Virtual 86 Mode

Debugger's 86 Mode entrypoints now use the IBM Interrupt Sharing Protocol header.
(However, it is still assumed that the debuggemsthe interrupt entrypoints.)

Add WIDTH=keyword handling tdtH BASE=

Introduce variables IOL and IOF to control how many levels of execution are cancelled by
Control-C

Scripts with CR LF linebreaks at the end or after calling another script no longer cause
superfluous empty lines to be processed

Control-C aborts script file reading that is in progress

Bugfix, when calling three nested levels of Y script files while bootloaded then the
outermost script's already buffered content would not rewind properly

Fix sothat Control-C from ROM-BIOS keypress bufferis consumed properly while reading
script file, instead of looping forever

Check for Control-C in ROM-BIOS's circular keypress buffer, add variables I0S and IOE
Extend Control-C handling so RE buffer execution is aborted by it

Add a simpleBOOT DIRcommand (SFN name only, attributes, size (using FAT+),
datetime)

Add string literals#"..."  to expression evaluator
AddH BASE=command

Addmerge anddebug switchesto mktables. Both are default off for now. Merging means
redundant operand list tails are merged.

Bugfix, accessing the variable SRC caused an infinite loop
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LZMA-Izip depacker fixed to not uses xlatb , as the segment override prefix may be
ignored on CPUs below 386

Added conditionaP? :: construct operator

Merged brancluumemref and made memrefs available in default branch. The build
option_ MEMREF_AMOUM1ust be enabled to use them.

Memory access direction and stack hinting in the assembler and disassembler tables.
Switches namedirection andstackhinting to mktables program. (Default off
for now.)

LINEAR term allowed in expressions
VALUE IN construct allowed in expressions
Commas are only allowed between expressions, no longer within expressions

If DCO2 flag 8000h is set during RE buffer execution and SILENT 1 was used do actually
only display last RE output

2.6 Release 2 (2021-05-05)

Documented SLEEP command
Line editing history for raw terminal/serial input (in a fixed segment of size 8 KiB currently)

Fix missing register dump after T/TP/P which ends up matching a non-pass non-hit
breakpoint

Fix: Entering a literal as 3#102002022201221111211 or #4294967296 would overflow
silently to zero instead of causing an error

Reset high words of EIP and ESP when trying to terminate client process
Add change highlighting to R register dump

Assembler internals: Allow ASM_ESCAPE usage when needed

If BL command is given an unused index do not display incorrect WHEN
Reset segment registers when trying to terminate client process

Handle unusual SIB bytes correctly in P command's disassembly

Budfix, Y script file called by another Y script file would turn quiet

Bugfix, if permanent breakpoint WHEN condition was in use then the wrong index and ID
would be displayed in the pass/hit message

Acknowledge IRQ to secondary PIC too if applicable (if using a high IRQ for the serial
I/O interrupt)

Bugfix, in BOOT commands do not prepend a word to the auxbuff anymore
Only create manual in HTML, text, and PDF formats

Add files doc/fdbuild.txt and doc/LDEBUG.LSM for FreeDOS packages
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BOOT: work around gemu bug with OOPNZ
BOOT: retry CHS reads up to 16 times
Add instsect and IDebug command help to manual

Expression evaluator allow®R=as synonym for[= ’ (especially useful if shell does not
allow specifying pipe symbol for /C)

Assembler: Allow specifying LOOPxx destination, (E)CX " as in NASM
instruction reference to specify address size

For assembler allow specifyingNT BYTE 3’ to get CDh encoding and display it this
way in disassembler

Only adjust offset saved in PSP's SPSAV variable if it points to our stack

In assembler do not allow sizeless memory operand when immediate matches IMMSS8 (eg
‘add [100], 12 )

2.7 Release 1 (2021-02-15) and earlier

‘G REMEMBEBommand to work with the saved temporary breakpoint list
WHEN conditions for permanent breakpoints

RIxxO/S/L variables (read-only view of IVT entry)

3BYTE type for R var ' and indirection in expression evaluator

In disassembler handle unusual SIB byte contents correctly

IDs for listing permanent breakpoints

In disassembler correctly dump far memory operands, double memory operands
(BOUND), and do a32 addressing

Add ‘S range REVERSE command

Fix corner case of S command: The commaridd00 | 10 O '\‘s 100 | 10 O '
should result in 16 matches

SROx and SRC search result variables

SLEEP command

H command displays decimal numeric value (when given a single expression)
In disassembler display WORD keyword when 016 in 32-bit CS

Bugfix, in XR do not skip first digit of allocation size

G and T/TP/P breakpoints work reliably in DebugX when the client enters, leaves, or
switches from/to Protected Mode

F and S command allow acceptingANGEspecifications for source data

Add TTC/TPC/PPC default step counts for T/TP/P commands
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DW/DD commands to dump memory in words or doublewords
Manual added (this document)

RE buffer execution to run almost arbitrary commands when T/TP/P/G intend to dump
register contents

Conditional control flow with IF and GOTO in a script file

/C command line option to pass commands to the debugger on startup
In assembler allow specifying SHORT/NEAR/FAR for jumps and calls
Script file reading

Pass point functionality (inspired by DR-DOS's SID) using counters

G LIST command to list the saved temporary breakpoint list
Auto-repetition for G command, G AGAIN command

DebugX's DPMI entrypoint hooking automatically checked instead of always avoiding it
on MSW and dosemu

Serial port I/0O, with defaults (for COM2) that can be reconfigured using debugger variables
Permanent breakpoints

Buffered tracing using®/TP/T ... SILENT ’whichwritesto aninternal buffer during
the run then replays the last entries from it upon finishing the run

TP command which is like T except it handles repeated string operations like P
DM command lists MCB sizes in decimal Bytes/KiB

Conditional tracing usingP/TP/T ... WHILE ' conditions

L and W commands allow drive letters instead of numbers

Bootloaded mode and its BOOT commands

NASM style address disassembly, blanks after commas, keywords uncapitalised
TSR mode and command to enter it

R command allows treating flags (CF, ZF, etc), debugger variables, registers, and memory
variables (byte, word, 3byte, dword) as variables

Conditional "jumping” and "not jumping" notices in register dump's single-line
disassembly

Options DCO1, DCO2, DCO3, DAO to modify some behaviour
Extended online help pages

_DEBUG option which swaps the exception handlers and thus allows debugging most of
the debugger itself (_ DEBUG builds are not included in the package and have to be created
by building them specifically)
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Arbitrary unsigned 32-bit expression evaluator

Paging for long command output

Usage conditions changed to Fair License (having asked Paul Vojta and received his
confirmation), prior conditions also allowed as alternatives
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3.1

Section 3: Building the debugger

Building IDebug is not supported on conventional DOS-like systems. (DJGPP environments
may suffice but are not tested.) Assembling the main debugger executable may require up to 1
GiB of memory.

Components for building

The following components are required to build with the provided scripts:

bash - to run mak* scripts

perl - to patch binaries (overwrite unused revision IDs)

grep - to detect whether boot loading is in use, and to export variables
sed - to filter dosemu2 output

hg (Mercurial) - to retrieve revision IDs

wc - to count amount of ancestors

GNU time - when $use_build_time is enabled, to display main assembler run's memory
use and wall time

python - to run hg and to run the test suite

C compiler - to compile supporting programs

dosemu? - to run build decompression tests (optional)

gemu - to run build decompression tests (optional)

nasm - to assemble. NASM versions to choose:
* NASM versions up to 2.07 fail -%deftok ’is not supported
* NASM versions prior to 2.09.02 fail -%deftok ’is implemented wrongly
*  NASM version 2.09.02 works (last tested 2019-11)

* NASM versions 2.09.03 to 2.09.10 all fail 96assign %$foo%[bar] quux ’
doesn't function right

*  NASM version 2.10.09 works (last tested 2019-11)
* NASM version 2.14.03 works (last tested 2020-12)
*  NASM version 2.15.03 works (last tested 2020-12)
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NASM version 2.16 (current git head) fails, due to a bug with %strcat and a bug with
%assign ?%1 and a bug with %00

(As of 2022-08-23) Current git head with a patch for the %strcat bug and with a patch
for the %00 bug works (last tested 2022-08)

NASM version 2.16rc10 works (last tested 2022-11)

Upcoming NASM version beyond 2.16.01 works (last tested 2023-07), with a patch
to fix a major memory leak

« halibut - to build this manual

+ supporting programs:

mktables (included in debugger source)
tellsize (included in separate repo called tellsize)

mktmpinc.pl (included in separate repo called mktmpinc, to create temporary include
files, optional)

crcl6-t/iniload/checksum (included in separate repo called crcl6-t, to add
checksumming, optional)

a 86-DOS kernel and shell (to run build decompression tests or the test suite, optional)

» additional sources (must be referenced in cfg.sh or ovr.sh):

Imacros (macro collection)

scanptab (partition table scanning for bootable debugger)

Idosboot (iniload frame for bootable debugger, boot sector loaders)
instsect (application to install boot sector loaders)

bootimg (to run decompression test with gemu and create boot image for gemu to use
for the test suite)

inicomp (if to use compression support), also needs one of:
» brieflz (blzpack)
* 1z4 (1z4c)
* snappy (snzip)
* exomizer -- recommended as this usually results in the smallest files
e X-compressor
* heatshrink
* Izip -- usually even smaller than Exomizer but takes longer to decompress

* lzop
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» |zsa -- default choice, one of the fastest depackers
e apultra
* bzpack

» crcl6-t/iniload (if to add checksumming)

» symsnip (only if symbolic option is enabled)

3.2 How to build

1. Clone the mercurial repo from https://hg.pushbx.org/ecm/ldebug or in an existing repo use
‘hg pull ’to update the repo

2. Update the repo witthg up’or‘hg up default ’orany other available commit you
want to build

3. Clone the other needed repos from https://hg.pushbx.org/ecm/ or in existing repos use
‘hg fetch ’orthe sequence ohig pull ’then‘hg up’to update the repos. (Usually
the additional source repos do not have multiple branches.)

4. Copy the Idebug/source/cfg.sh file to ovr.sh in the same directory
5. Edit ovr.sh to point to the repos

6. EditINICOMP_METHOIN ovr.sh to select none, one, or several compression methods.
Surround multiple values with quotes and delimit with blanks. If the value "none" is used no
compression will occur. If several values are given the smallest of the resulting files will be
used as thielebug.com result. This favours LZMA-Izip (Izd) and Exomizer 3 (exodecr)
compression as they result in the best ratios. The uncomprieltmayu.com file will
always be generated, you can rename or copy or symlink it to usédebag.com if
you want.

7. Ifyou have dosemu?2 or gemu, you may enablee build_decomp_test option.
This insures that the compressed executables will actually succeed in decompression
when entered in EXE mode, and will lower the required minimum allocation given in
the EXE header to the minimally required value so that decompression will still succeed.
This defaults to using dosemu2, which must have a DOS installed that allows filesystem
redirection. DEFAULT_MACHINEcan be used to select gemu instead. The options
BOOT_KERNEIBOOT_COMMANIMNABOOT_PROTOCOhust be set up then to allow
building a bootable diskette. (This is needed because gemu does not offer filesystem
redirection for DOS.)

8. Edit INICOMP_WINNERto name one method or the keywordmiallest ' or
‘fastest . The latter requiresise_build_decomp_test to be enabled, as well as
to set the variabl&éNICOMP_SPEED_TESTo a nonzero number. This number specifies
how often to decompress the image during the decompression timing test. A number of 16
or higher is recommended.

9. Theuse_build_revision_id option is by default on. It requires that the sources are
in hg (Mercurial) repos and that the hg command is available tdrginitl ’. The resulting
revision IDs are embedded into the executable and will be shown for the ?B (long) and
?BUILD (short) commands.
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10. In ovr.sh you can also specify which tools to use. For example, the vebldBieMspecifies
the nasm executable to use, with path if needed.

11. If you want to rebuild debugtbl.inc you should compile mktables then run it. While in the
Idebug/source 